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Overview

NVD is a comprehensive information technology
vulnerability database that integrates all publicly
available U.S. Government vulnerability resources
and provides links to industry resources.

It 1s built upon the CVE standard vulnerability
nomenclature and augments the standard with
a search engine and reference library.



U.S. Government VVulnerability
Resource Integration

@\/= X% Common Dulrerabilities and Expusures\\‘fw

_f_-__\;,q; The Standard for Information Security Vulnerability Nam /A\
5y s of CVE!

NIST

Mational Institute of
Standards and Technology

ICAT

M ETABAASE

Open Vulnerability Assessment Language
The language to determine the presence of software vulnerabilities



http://www.us-cert.gov/
http://www.cert.org/nav/index.html
http://icat.nist.gov/icat.cfm

Integrated Resources

e U.S. Government

— CVE Entries (foundation for all integration)
* NVD would not be possible without CVE

— US-CERT Technical Advisories
— US-CERT Vulnerability Notes
— OVAL Queries

— ICAT Vulnerability Summaries

e Commercial
— Commercial vulnerability databases
e e.g. Bugtrag, ISS X-Force

— Software company security advisories
 e.g. Microsoft, Sun, Red Hat




How 1s NVD different from
commercial vulnerability databases?

e Mission and Mandate

— DHS/US-CERT and thus NVD has a special mission to warn the
public about vulnerabilities and protect the cyber-infrastructure

— Helps fulfill DHS’s commission outlined in the National Strategy
to Secure Cyberspace

— We will not delay vulnerability publication for “paying customers”
— Exports all data with no licensing restrictions
— Provides official U.S. Government information




How i1s NVD different from
commercial vulnerability databases?

« Unique Capabilities
— Includes and integrates all U.S. Government vulnerability
resources

— strives to include all industry vulnerability databases thus
creating a “meta-search engine”

— provides a fine grained search capability

— provides user requested vulnerability statistics (i.e.,
statistics engine)




How i1s NVD different from
commercial vulnerability databases?

 Standards Support

— Is the only database built completely on the Common
Vulnerabilities and Exposures (CVE) vulnerability
dictionary and included within the CVE website

— Is the only provider of large quantities of Common
Vulnerability Scoring System (CVSS) scores

— Is the only database supporting the Open Vulnerability
Assessment Language (OVAL)



NVD Search Capability

« Enables users to search a database containing
virtually all known public computer vulnerabilities

« Enables searching by a variety of vulnerability
characteristics
— vulnerability severity
— software name and version number
— vendor name
— vulnerability type
— vulnerability impact
— related exploit range

« Enables searching for vulnerabilities that contain
specified US-CERT resources (e.g OVAL queries)




NVD Search Results

* Provides direct access to whatever US-CER
vulnerability resources are available

— US-CERT Technical Alerts
— US-CERT Vulnerability Notes
— OVAL Queries

» Always provides access to a US-CERT NVD
Vulnerability Summary



NVD Vulnerability Summaries

* Provides vulnerability characteristics and
references
— Description

— Vulnerability attributes (.e.g, severity rating, related
exploit range)

— Vulnerable software and version numbers

— Hyperlinks to US-CERT and industry resources

o Augments US-CERT existing vulnerability
publications

— ~ 500 US-CERT Technical Alerts and CERT/CC
Advisories

— ~ 1500 US-CERT Vulnerability Notes
— ~ 14000 US-CERT NVD Vulnerability Summaries




Integration with security tools

234 products use CVE names

CVE vulnerability web pages map to NVD vulnerability
summaries

US Gov
CVE Advisories  Industry

Dictionary Advisories

228 CVE compatible
security tools

[T > Ke ' | . '
Preferred A I\Iatmhal Vulnaurr';ablht" Database

omprehensive cyber vulfEraoniicy resolurce

NVD Encyclopedia




CVE to NVD Integration

 NVD is a superset of the CVE dictionary
 NVD is the “CVE Database”
 NVD automatically updates as CVE changes

e CVE vulnerabilities appear on NVD within four
minutes

* Vulnerabilities are fully analyzed within hours



NVD Export Capability

« XML Feed

— Enables importation of NVD vulnerability
Information into third party products

— Glves away the entire database
— No licensing restrictions

e RSS Feed

— Enables systems administrators and security
operations personnel to keep updated on the latest
vulnerabilities
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NVD Target Audience m

Systems administrators

I'T security operations personnel

Security tool companies and their users
GOTS developers and their users

I'T forensics personnel

Law enforcement

Auditors

Researchers

Those without significant security resources



Uses

* View all publicly available U.S.
Government vulnerability mitigation
Information

» Keep abreast on the latest vulnerabilities

 Learn how to mitigate vulnerabilities
referenced within security products (e.g.,
Intrusion detection systems)



Uses

* Research the vulnerability history of a

product
— Past performance may be indicative of future
performance
* Research what vulnerabilities might exist on
a computer that may not be detected by
vulnerability scanners (e.g., vulnerabilities
In obscure products)

* View statistics on vulnerability discovery



Uses: Product Developers

 Import vulnerability information for use
within their products

* Properly label a security product database
with CVE names

 Properly label a security product database
with OVAL names



Uses: Academia

* Vulnerability research
 Vulnerability statistics and trends



NIST Special Publication 800-51

http://csrc.nist.gov/publications/nistpubs/800-51/sp800-51.pdf

« Contains guidance on the use of CVE
within the Federal government

« Should acquire CVE compatible products
« Should monitor for CVE vulnerabilities

e Should use CVE In communicating
vulnerabilities




Current Status

e Contains To Date
— 13835 vulnerability summaries
— 1.4 million hits per month
— 500,000 vulnerability summaries read per month

— Resources
e 40 US-CERT Advisories
e 1154 US-CERT Vulnerability Notes
» 1012 OVAL references
e 50,000 industry references

— Updated every 4 minutes
— 42 executable Cold Fusion programs
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Search CYE, Download CYE, Statistics, CWSS, Contact, FAQ

Search CVE Vulnerability Database (perform advanced Search)

MYD is & comprehensive  Keyword search: Search All ]
I:'j,."tlET' SE':urit'!r" Try a product or vendar name
Uulnerabilit'}f databhase Try a ©VE standard vulnerability name or ©WAL query

Cnly vulnerabilities that match ALL kevwords will be returned

that Integrates all Linux kernel vulnerabilities are categorized zeparately from wulnerabilities in specific Linux distributionsz

publichy awvailable U.5.
Government vulnerability
resaurces and provides
references to industry
resources. It is based on Show only vulnerabilities that [ Us-CERT Technical Alerts
and synchronized with have J.Ehe reinwing [ ] US-CERT Yulnerahility Motes
the CYE wvulnerability associated resources: ] :

: ol uUeres
naming standard.

Eesource Status Recent C¥E Yulnerabilities

search last 3 manths l l =earch last 3 years

NVD Caitaine: CVYE-2005-3961 Publish Date: 12/1/2005

12835 CVE Yulnerahilities YebCalendar 1.0.1 allows remote attackers to overwrite WebCalendar data files via a
40 US-CERT Alerts modified id parameter,

1154 US-CERT Yuln

Matas CVE-2005-3960 Publish Date: 12/1/2005

1012 Owal Queries Kadu 0.4.2 and 0.5.0pre allows remote attackers to cause a denial of service {(crash or
Last updated: generated traffic) via a malfarmed message, possibly with incomplete information.
12/01/05

Publication rate: CY¥YE-2005-3959 Publish Date: 12,."'11,."'IE|:||:|5

17 wulnerahilities / day Multiple |::r|:|55_—$ite sc:r_’ir_:uting (KS_S} uglnerahilitiez irj Fr.eeWE-:hStat 1.0 rew3y .al_lcl_w remote



Resource Status

NYD contains:

12835 CYE Yulnerabilities
40 US-CERT Alerts

1154 US-CERT %Yuln
Motes

1012 Qwal Queries

Last updated:

12/0 _1f 0= The workload index can be viewed
Publication rate:

17 wulnerabilities / day as the average number of important

vulnerabilities an operations person
workload Index needs to handle each day.

Vulnerability Workload

Index: 7.95

Equation used to calculate the workload index:

((number of high severty vulnerabilities published within the last 30 days) +
(number of medium severity vulnerabilities published within the last 30 days/5) +
(number of low severty vulnerabilities published within the last 30 days/20%) 7/ 20



Advanced Yulnerability Search Page

| search | Beset Values

Keyvword search:

Try a vendor narme, product narme, or version number

Try a CWE standard vulnerability name

You can type in multiple keywords separated by spaces
2only vulnerabilities that rmatch ALL keywords will be returned

Vendor A8 CE FH LK LN 0. BT WW .75 Al
Product AB CE FH LK LN 0. BT WW .75 Al
Version ~ --- Choose a Wendor or Product --- =~

Search start date: Any Month v || Any Year v

Search end date: Any Month # || Any Year v

Vulnerability Sewverity: ARY. W

Related Exploit Range: ANY. v

Impact Type: BTN v
Wulnerability Type: AV oo e v

Shaw only vulnerabilities that
hawve the following
associated resources:

LUS-CERT Technical Alerts

US-CERT Yulnerahility Motes

US-CERT Technical slerts or Yulnerability Motes
oV AL Queries

|"J-H'| |".-H"|
W

P



CVE Yulnerability Database Advanced Search

| Search | Eeset Yalues

Kevword search:

Try a vendor narme, product name, or version nurmber

Try a CWE standard vulnerability name

You can type in multiple keywords separated by spaces
Only wulnerabilities that match ALL keywords will be returned

Vendon Microsoft

Froduct IS

Version By L
Search start date: Any Manth % | | Any Year v

Search end date: Any Maonth || Any Year

Vulnerability Sewverity: High (CvSS 7-10) W

Felated Exploit Range: Remotely exploitable W
Impact Type: A
Yulnerability Type: BV o

Show only vulnerabilities that [ US-CERT Technical slerts
MEwe ’_che fellZeire [ ] US-CERT Yulnerahility Motes
associated resources: _

[ oval Queries




There are 35 matching records. Displaying matches 1 through 20.
Mext 20 Matches

CYE-2004-01190 TAO4-104A VU#Z638548 OVAL1997 OVAL1962 OWVALIHO0S8

Summary: The Megotiate Securnty Software Provider {S5P) interface in Windows 2000,
Windows =P, and Windows Server 2003, allows remote attackers to cause a denal of
service {crash from null dereference) or execute arbitrary code wia a crafted SPHNEGO
MegTokenlnit request during authentication protocol selection,

Published: 6/1/2004

CI¥8SE Severity: 8 (High) Approximated

CYE-2003-0224 OVAL483

Summary: Buffer overflow in ssinc.dll for Microsoft Internet Information Services {IIS) 5.0
allows local users to execute arbitrary code via a web page with a Server Side Include
(S50 directive with a long filename, aka "Server Side Include Weh Pages Buffer Overrun.”
Published: 0/9,/2003

CW¥SS Severity: 10 (High) Approzimated

CYE-2003-0223 OVALBG

Summary: Cross-site scripting vulnerahbility (<55% in the ASP function responsible for
redirection in Microsoft Internet Information Server (II1S) 4.0, 5.0, and 5.1 allows remote
attackers to embed a URL containing script in a redirection message.

Published: 6/9/2003

CI¥SS Severity: 10 (High) Approzimated

CYE-2002-1700

Summary: Cross-site scripting vulnerability (<55% in the missing template handler in
Macramedia ColdFusian Mk allows remote attackers to execute arbitrary script as other
users by injecting =script into the HTTP request far the name of a template, which is not
filtered in the resulting 404 error message.

Published: 12/31/2002

CISS Severity: 8 (High) Approximated




National Cyber-Alert System

Yulnerability Summary CYE-2005-1208

Original release date: 6/14/2005
Last revised: 10/20/2005
Source: US-CERT/MIST

Overview

Integer averflow in Microsoft Windows 98, 2000, xP SP2 and earlier, and Server 2003 SP1
and earlier allows remote attackers to execute arbitrary code wia a crafted compiled Help
(. CHM) file with a large size field that triggers a heap-based buffer overflow, as
demonstrated using a "ms-its:" URL in Internet Explorer.

Impact

C¥S5S Severity: 10 {High) Approximated
Range: Femotely explaitable
Impact Type: Provides administrator access

References to Advisories, Solutions, and Tools

US-CERT Technical Alert: TADE-1654

Mame: TADE-1654

Type: aAdvisory , Patch Information

Hyperlink: http: Afwwew . us-cert.gov/castechalerts/TADS-1654 htrml

US-CERT Yulnerability MNote: Y U#851869

Mame: V0UI#351869

Type: Advisory , Patch Information

Hyperlink: http: AAwewew kb cert org/wuls/id/851869




Vulnerable software and versions

Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,
Microsoft,

Microsoft, |

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

i =

2000

95

AP,
P,
P,
P,
P,
P,
P,
#F,
P,
P,
P,
#F,
P,
P,
AN

Tablet PC Edition SPZ2
Tablet PC Edition SP1
Tablet PC Edition

SP2

SP1

Professional SP2
Professional SP1
Professional 64-bit
Professional

Media Center Edition SP2
Media Center Edition SP1
Media Center Edition
Home SP2

Home S5P1

Home

Technical Details

CY¥S5SS5 Base Score Descriptor: {AVIE/AC LAAGNREAC G/ CAA CABINY Approximated

Yulnerability Type: Buffer Owverflaw

CVE Standard Yulnerability Entry:
http: /fcve.mitre. org/cgi-bin/cvename ., cgitname=CVE-2005-1208




Statistics Query Page

This i= a general purpose vulnerahbility statistics generation engine. Use it to graph and chart vulnerabilities discovered
within a product or to graph and chart sets of vulnerabilities containing particular characteristics {e.g. remotely
exploitable buffer overflows). These calculations may take up to several minutes to be generated depending on the
complexity of the statistic requested,

Vendor AB CLE FH LK LN OO BT WW X7 Al
Product AB CE FH LK LN O.O BT WW X7 Al
Version ~ --- Choose a Vendor or Product --- ~

Search start date: Any Month % || Any Year v

Search end date: Any Maonth % | | Any Year ¥

Yulnerahbility Severity: ANY. o w

associated Explait Range:  [any v
Impact Type: AT b
vulneraility Type: B v

Use only vulnerabilities that (O US-CERT Technical alerts

2uE fche ialzwing ) US-CERT Yulnerability Motes

associated resources: 4 _ o
(0 US-CERT Technical alerts or Yulnerability Motes
O owal Queries

Calculate Statistics
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CVSS Overview

Common Vulnerability Scoring System (CVSS)

A universal language to convey vulnerability severity and
help determine urgency and priority of response

Solves problem of multiple, incompatible scoring systems
In use today

Initially a NIAC project
— Subgroup of the global Vulnerability Disclosure Framework WG
— Now under the custodial care of FIRST

Open
Usable, understandable, and dissectible by anyone

FIRST CVSS:
http://www.first.org/cvss/
NVD CVSS Portal:
http://nvd.nist.gov/cvss.cfm




Why CVSS?

 Different Organizations
— Vendors (response)
— Coordinators (notification, coordination)
— Reporters (research, discovery)
— Users (mitigation)

 All have different roles, motivations,
priorities, resources, etc

* \We need a common way to communicate!

$Cinst

\J



CVSS (Metrics View)

BASE METRIC
GROUP
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Impact Bias :
|

Access Confidentiality ™ |
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_ Integrity
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Base
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CVSS (Scoring View

"

i

¥
Base Metric Group Base
Set by vendor; once set, doesn't change. Formula

Temporal Metric Group
Set by vendor, changes with time.

Environmental Metric Group Environmental
Optionally set by end-users; represents final score. Score




Commeon Vulnerability Scoring System Sample Vulnerabilities

Vulnerabkility Commeoen Mame

CVE reference

Vulnerability Details

Cisco 108 Interface
Blacked DoS

Microsoft LSASS

Microsoft Outlook
Express Scripting

CAN-2003-0567
(105 DOS)

CAN-2003-0533
[Sassar Waorm)

CAMN-2004-0380

Al AT DT
gn/l1S/products’produ

hito:/fewessecuntyfocu

hito:/ e sacuntyfocu

cle securnty advisoryd

scom/bid/10108

cocom/bid/8105

ginognnnng ond-a ok
Access Veotor REWOTE REWOTE REWSTE
Access Complesity Loy LAY HESH
Auientic-ation HOT-REGQUIRED HOT-REQUIRED HOT-REQUIRED
Confidentiality Impaci HOHE COWPLETE COWPLETE
Integnly |mpaci HOHE COMPLETE COWMPLETE
Ay ailablity Impact COMPLETE COMPLETE COMPLETE
Impact Bias D L BILITY HORLL HERLAN L
BASE SCORE 5.0 10.0 B.O
Exploitality HESH HKSH HKZH
Remediation Lewv & QIFFICLOL-FTIX QIFFICLOL-FIX OIFFICLOL-FTN
Report Confidence CONFRWED COHFRWED COHFRWED
TEMPORAL SCORE 4.4 B.7 7.0
Collateral Damage Potentia HOHWE HOHE LNy
Target Disinlbution Hk=H HE=H HE=H




Scoring and Formulas

* The process of combining metric values
e Base score Is the “foundation”

— Modified by Temporal and Environmental
metrics

* Base and Temporal scores computed by

vendors and coordinators with the intent of
being published

 Environmental score optionally computed

by end-user / organization
$CGins7
~—



NWVD

Example Vulnerability Itz

Yulnerability Summary CYE-2005-3934

Original release date: 12/1/2005
Last revised: 12/1/2005
Source: US-CERT/MNIST

Overview

Buffer overflow in Symantec pcanywhere 11.0.1, 11.5.1, and all other 32-bit versions allows
remote attackers to cause a denial of service {application crash) via unknown attack

vectars,

Impact

CV¥S5S Severity: 2.5 (Low)

Range: Remotely exploitable
Authentication: Mot required to exploit
Impact Type: aAllows disruption of service

References to Advisories, Solutions, i

External Source: (disclaimer)
Type: Adwvisory , Patch Information
Hyperlink: http: /fwww. symantec.com/avcenter/

External Source: BID (disclaimer)
Mame: 15646
Type: advisory

Hyperlink: http: AAwww securityfocus. comysbid/15

Vulnherable software and versions

Symantec, pcanywhere, 11.5.1
Symantec, pcanywhere, 11.5
Symantec, pcanywhere, 11.0.1
Symantec, pcAnywhere, 11.0
Symantec, pcAnywhere, 10.5
Symantec, pcAnywhere, 10.0
Symantec, pcanywhere, 9.2
Symantec, pcAnywhere, 9.0.1
Symantec, pcAnywhere, 9.0
Symantec, pcAnywhere, 8.0.2
Symantec, pcanywhere, 8.0.1

Technical Details

CVSS Base Score Descriptor: (AV: R/AC LA NEAC: NAT NAA: CABT)

Yulnerability Type: Buffer Overflow

CY¥E Standard Yulnerability Entry:
http:/fcwve. mitre. org/cgi-bindcvename. cgitname=Cc%E-2005-3934




NVD CVSS Calculator — NVD [krh=fi-ze
Provided Scoring

CVSS Scoring Page (CVE-2005-3934)

This page shows the components of the CYSS scaore for CYE-2005-3934 and allows you ta refine the base CVYSS scaore
provided by MYD. Please read the CWSS standards quide to fully understand how to score CWSS wvulnerabilities and to
interpret CYSS scores,

Update Scores | Reset Scores Environmental Score Metrics

C¥SS Base Score 2.3 CollateralDamagePotential | |ndefined v
C¥S5SS Temporal Score Undefined TargetDistribution Undefined 3
C¥S5 Environmental Score Undefined Temporal Score Metrics
Overall C¥S5S Score 2.5

Exploitability Undefined w
Base Score Metrics L

RemediationLevel Undefined w
Accessyector Femote v ReportConfidence Undefined v
AccessComplexity Ly W CVSS Vector
Authentication Mot Required v This vectar displays in a concise format the base and

temporal inputs to the CYSS score,
ConfImpact Mone v

' ' - ' ' ' ' ] c ]

IntegImpact None = CaNIR/ACLAAL MRSC NS N A CAR AR T/RL: T/ARC: 73
Auaillmpact CDFI"IF”EtE W

ImpactBias ‘Weight integrity v



NWVD

NVD CVSS Calculator — velnistgov
Temporal and Environmental Scoring

CVSS Scoring Page (CVE-2005-3934)

This page shows the components of the CVYSS score for CVE-2005-3934 and allows you to refine the base CWSS score
provided by NYD, Please read the CY¥SS standards guide to fully understand how to score CYSS vulnerabilities and to
interpret C¥SS scores,

Update Scores | Reset Scores Environmental Score Metrics

CVSS Base Score 2.3 CollateralDamagePotential | \adium (significant loss)

CV¥SS Temporal Score 1.8 TargetDistribution Lo (0-25%) v

C¥SS Environmental Score 1.1 Temporal Score Metrics

Overall C¥S5 Score 1.1 I
Exploitability Unproven that exploit exists
Base Score Metrics .
RemediationLevel Official fix w
AccessVYector Femote % ReportConfidence Confirmed "
AccessComplexity L e w CVSS Vector
Authentication Mot Required v This vector displays in a concise format the base and
temporal inputs to the CYSS score,
ConfImpact Mone '
Tt e None 3 (AN RAAC LAAW NE/C N/ MNAA CAB T/E U/RL O/RC: C)
Availlmpact Complete

ImpactBias ‘Weight integrity v



Industry Adoption

Organization Status Organization Status
Akamali Adopted npower Evaluating
Amazon Evaluating RWE Evaluating

American Adopted Symantec Rolling out
Water
ArcSight Evaluating Qualys Rolling out
Cisco Adopted Tenable Rolling out
eBay Evaluating | Thames Water| Adopted
IBM Evaluating | Union Pacific Adopted
McAfee Evaluating | webMethods | Rolling out
netForensics | Evaluating CSC Evaluating
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